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E-­‐Commerce	
  Law	
  –	
  Republic	
  Act	
  
8792	
  
•  It	
  gives	
  legal	
  recogni>on	
  of	
  electronic	
  data	
  messages,	
  
electronic	
  documents,	
  and	
  electronic	
  signatures.	
  (sec>on	
  6	
  to	
  
13)”	
  



E-­‐Commerce	
  Law	
  –	
  Republic	
  Act	
  
8792	
  
•  Allows	
  the	
  forma>on	
  of	
  contracts	
  in	
  electronic	
  form.	
  (sec>on	
  
16)”	
  



E-­‐Commerce	
  Law	
  –	
  Republic	
  Act	
  
8792	
  
•  Makes	
  banking	
  transac>ons	
  done	
  through	
  ATM	
  switching	
  
networks	
  absolute	
  once	
  consummated.	
  (sec>on	
  16)”	
  



E-­‐Commerce	
  Law	
  –	
  Republic	
  Act	
  
8792	
  
•  Par>es	
  are	
  given	
  the	
  right	
  to	
  choose	
  the	
  type	
  and	
  level	
  of	
  
security	
  methods	
  that	
  suit	
  their	
  needs.	
  (sec>on	
  24)”	
  



E-­‐Commerce	
  Law	
  –	
  Republic	
  Act	
  
8792	
  
•  Provides	
  the	
  mandate	
  for	
  the	
  electronic	
  implementa>on	
  of	
  
transport	
  documents	
  to	
  facilitate	
  carriage	
  of	
  goods.	
  This	
  
includes	
  documents	
  such	
  as,	
  but	
  not	
  limited	
  to,	
  mul>-­‐modal,	
  
airport,	
  road,	
  rail,	
  inland	
  waterway,	
  courier,	
  post	
  receipts,	
  
transport	
  documents	
  issued	
  by	
  freight	
  forwarders,	
  marine/
ocean	
  bill	
  of	
  lading,	
  non-­‐nego>able	
  seaway	
  bill,	
  charter	
  party	
  
bill	
  of	
  lading.	
  (sec>on	
  25	
  and	
  26)”	
  



E-­‐Commerce	
  Law	
  –	
  Republic	
  Act	
  
8792	
  
•  Mandates	
  the	
  government	
  to	
  have	
  the	
  capability	
  to	
  do	
  e-­‐
commerce	
  within	
  2	
  years	
  or	
  before	
  June	
  19,	
  2002.	
  (sec>on	
  
27)”	
  



E-­‐Commerce	
  Law	
  –	
  Republic	
  Act	
  
8792	
  
•  Mandates	
  RPWeb	
  to	
  be	
  implemented.	
  RPWeb	
  is	
  a	
  strategy	
  
that	
  intends	
  to	
  connect	
  all	
  government	
  offices	
  to	
  the	
  Internet	
  
and	
  provide	
  universal	
  access	
  to	
  the	
  general	
  public.	
  The	
  
Department	
  of	
  Transporta>on	
  and	
  Communica>ons,	
  Na>onal	
  
Telecommunica>ons	
  Commission,	
  and	
  Na>onal	
  Computer	
  
Center	
  will	
  come	
  up	
  with	
  policies	
  and	
  rules	
  that	
  shall	
  lead	
  to	
  
substan>al	
  reduc>on	
  of	
  costs	
  of	
  telecommunica>on	
  and	
  
Internet	
  facili>es	
  to	
  ensure	
  the	
  implementa>on	
  of	
  RPWeb.	
  
(sec>on	
  28)”	
  



E-­‐Commerce	
  Law	
  –	
  Republic	
  Act	
  
8792	
  
•  Made	
  cable,	
  broadcast,	
  and	
  wireless	
  physical	
  infrastructure	
  
within	
  the	
  ac>vity	
  of	
  telecommunica>ons.	
  (sec>on	
  28)”	
  



E-­‐Commerce	
  Law	
  –	
  Republic	
  Act	
  
8792	
  
•  Empowers	
  the	
  Department	
  of	
  Trade	
  and	
  Industry	
  to	
  supervise	
  
the	
  development	
  of	
  e-­‐commerce	
  in	
  the	
  country.	
  It	
  can	
  also	
  
come	
  up	
  with	
  policies	
  and	
  regula>ons,	
  when	
  needed,	
  to	
  
facilitate	
  the	
  growth	
  of	
  e-­‐commerce.	
  (sec>on	
  29)”	
  



E-­‐Commerce	
  Law	
  –	
  Republic	
  Act	
  
8792	
  
•  Provided	
  guidelines	
  as	
  to	
  when	
  a	
  service	
  provider	
  can	
  be	
  
liable.	
  (sec>on	
  30)”	
  



E-­‐Commerce	
  Law	
  –	
  Republic	
  Act	
  
8792	
  
•  Authori>es	
  and	
  par>es	
  with	
  the	
  legal	
  right	
  can	
  only	
  gain	
  
access	
  to	
  electronic	
  documents,	
  electronic	
  data	
  messages,	
  
and	
  electronic	
  signatures.	
  For	
  confiden>ality	
  purposes,	
  it	
  shall	
  
not	
  share	
  or	
  convey	
  to	
  any	
  other	
  person.	
  (sec>on	
  31	
  and	
  32)”	
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  Privacy	
  Law	
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Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  Data	
  subject	
  refers	
  to	
  an	
  individual	
  whose	
  personal	
  
informa>on	
  is	
  processed.”	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  Personal	
  informa>on	
  controller	
  refers	
  to	
  a	
  person	
  or	
  
organiza>on	
  who	
  controls	
  the	
  collec>on,	
  holding,	
  processing	
  
or	
  use	
  of	
  personal	
  informa>on,	
  including	
  a	
  person	
  or	
  
organiza>on	
  who	
  instructs	
  another	
  person	
  or	
  organiza>on	
  to	
  
collect,	
  hold,	
  process,	
  use,	
  transfer	
  or	
  disclose	
  personal	
  
informa>on	
  on	
  his	
  or	
  her	
  behalf.	
  The	
  term	
  excludes:	
  
•  A	
  person	
  or	
  organiza>on	
  who	
  performs	
  such	
  func>ons	
  as	
  
instructed	
  by	
  another	
  person	
  or	
  organiza>on;	
  and	
  

•  An	
  individual	
  who	
  collects,	
  holds,	
  processes	
  or	
  uses	
  personal	
  
informa>on	
  in	
  connec>on	
  with	
  the	
  individual’s	
  personal,	
  family	
  
or	
  household	
  affairs.	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  Personal	
  informa>on	
  processor	
  refers	
  to	
  any	
  natural	
  or	
  
juridical	
  person	
  qualified	
  to	
  act	
  as	
  such	
  under	
  this	
  Act	
  to	
  
whom	
  a	
  personal	
  informa>on	
  controller	
  may	
  outsource	
  the	
  
processing	
  of	
  personal	
  data	
  pertaining	
  to	
  a	
  data	
  subject.”	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  It	
  applies	
  to	
  processing	
  of	
  personal	
  informa>on	
  (sec>on	
  3g)	
  
and	
  sensi>ve	
  personal	
  informa>on	
  (Sec>on	
  3L).”	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  Personal	
  informa>on	
  refers	
  to	
  any	
  informa>on	
  whether	
  
recorded	
  in	
  a	
  material	
  form	
  or	
  not,	
  from	
  which	
  the	
  iden>ty	
  of	
  
an	
  individual	
  is	
  apparent	
  or	
  can	
  be	
  reasonably	
  and	
  directly	
  
ascertained	
  by	
  the	
  en>ty	
  holding	
  the	
  informa>on,	
  or	
  when	
  
put	
  together	
  with	
  other	
  informa>on	
  would	
  directly	
  and	
  
certainly	
  iden>fy	
  an	
  individual.”	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  Sensi>ve	
  personal	
  informa>on	
  refers	
  to	
  personal	
  informa>on:	
  
•  Race,	
  ethnic	
  origin,	
  marital	
  status,	
  age,	
  color,	
  and	
  religious,	
  
philosophical	
  or	
  poli>cal	
  affilia>ons;	
  

•  Health,	
  educa>on,	
  gene>c	
  or	
  sexual	
  life	
  of	
  a	
  person,	
  or	
  to	
  any	
  
proceeding	
  for	
  any	
  offense	
  commi%ed	
  or	
  alleged	
  to	
  have	
  been	
  
commi%ed	
  by	
  such	
  person,	
  the	
  disposal	
  of	
  such	
  proceedings,	
  or	
  
the	
  sentence	
  of	
  any	
  court	
  in	
  such	
  proceedings;	
  

•  Issued	
  by	
  government	
  agencies	
  peculiar	
  to	
  an	
  individual.	
  E.g.	
  
social	
  security	
  numbers,	
  previous	
  or	
  current	
  health	
  records,	
  
licenses	
  or	
  its	
  denials,	
  suspension	
  or	
  revoca>on,	
  and	
  tax	
  returns;	
  
and	
  

•  Specifically	
  established	
  by	
  an	
  execu>ve	
  order	
  or	
  an	
  act	
  of	
  
Congress	
  to	
  be	
  kept	
  classified.	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  Created	
  the	
  Na>onal	
  Privacy	
  Commission	
  to	
  monitor	
  the	
  
implementa>on	
  of	
  this	
  law.	
  (sec>on	
  7)	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  Gave	
  parameters	
  on	
  when	
  and	
  on	
  what	
  premise	
  can	
  data	
  
processing	
  of	
  personal	
  informa>on	
  be	
  allowed.	
  Its	
  basic	
  
premise	
  is	
  when	
  a	
  data	
  subject	
  has	
  given	
  direct	
  consent.	
  
(sec>on	
  12	
  and	
  13)	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  Companies	
  who	
  subcontract	
  processing	
  of	
  personal	
  
informa>on	
  to	
  3rd	
  party	
  shall	
  have	
  full	
  liability	
  and	
  can’t	
  pass	
  
the	
  accountability	
  of	
  such	
  responsibility.	
  (sec>on	
  14)	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  Data	
  subject	
  has	
  the	
  right	
  to	
  know	
  if	
  their	
  personal	
  
informa>on	
  is	
  being	
  processed.	
  The	
  person	
  can	
  demand	
  
informa>on	
  such	
  as	
  the	
  source	
  of	
  info,	
  how	
  their	
  personal	
  
informa>on	
  is	
  being	
  used,	
  and	
  copy	
  of	
  their	
  informa>on.	
  One	
  
has	
  the	
  right	
  to	
  request	
  removal	
  and	
  destruc>on	
  of	
  one’s	
  
personal	
  data	
  unless	
  there	
  is	
  a	
  legal	
  obliga>on	
  that	
  required	
  
for	
  it	
  to	
  be	
  kept	
  or	
  processed.	
  (Sec>on	
  16	
  and	
  18)	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  If	
  the	
  data	
  subject	
  has	
  already	
  passed	
  away	
  or	
  became	
  
incapacitated	
  (for	
  one	
  reason	
  or	
  another),	
  their	
  legal	
  assignee	
  
or	
  lawful	
  heirs	
  may	
  invoke	
  their	
  data	
  privacy	
  rights.	
  (Sec>on	
  
17)	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  Personal	
  informa>on	
  controllers	
  must	
  ensure	
  security	
  
measures	
  are	
  in	
  place	
  to	
  protect	
  the	
  personal	
  informa>on	
  
they	
  process	
  and	
  be	
  compliant	
  with	
  the	
  requirements	
  of	
  this	
  
law.	
  (Sec>on	
  20	
  and	
  21)	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  In	
  case	
  a	
  personal	
  informa>on	
  controller	
  systems	
  or	
  data	
  got	
  
compromised,	
  they	
  must	
  no>fy	
  the	
  affected	
  data	
  subjects	
  and	
  
the	
  Na>onal	
  Privacy	
  Commission.	
  (Sec>on	
  20)	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  Heads	
  of	
  government	
  agencies	
  must	
  ensure	
  their	
  system	
  
compliance	
  to	
  this	
  law	
  (including	
  security	
  requirements).	
  
Personnel	
  can	
  only	
  access	
  sensi>ve	
  personal	
  informa>on	
  off-­‐
site,	
  limited	
  to	
  1000	
  records,	
  in	
  government	
  systems	
  with	
  
proper	
  authority	
  and	
  in	
  a	
  secured	
  manner.	
  (Sec>on	
  22)	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  Government	
  contractors	
  who	
  have	
  exis>ng	
  or	
  future	
  deals	
  
with	
  the	
  government	
  that	
  involves	
  accessing	
  of	
  1000	
  or	
  more	
  
records	
  of	
  individuals	
  should	
  register	
  their	
  personal	
  
informa>on	
  processing	
  system	
  with	
  the	
  Na>onal	
  Privacy	
  
Commission.	
  (Sec>on	
  25)	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  Provided	
  penal>es	
  (up	
  to	
  5	
  million	
  as	
  per	
  sec.	
  33)	
  on	
  the	
  
processing	
  of	
  personal	
  informa>on	
  and	
  sensi>ve	
  personal	
  
informa>on	
  based	
  on	
  the	
  following	
  acts:	
  
•  Unauthorized	
  processing	
  (sec.	
  25)	
  
•  Negligence	
  (sec.	
  26)	
  
•  Improper	
  disposal	
  (sec.	
  27)	
  
•  Unauthorized	
  purposes	
  (sec.	
  28)	
  
•  Unauthorized	
  access	
  or	
  inten>onal	
  breach	
  (sec.	
  29)	
  
•  Concealment	
  of	
  security	
  breaches	
  (sec.	
  30)	
  
•  Malicious	
  (sec.	
  31)	
  and	
  unauthorized	
  disclosure	
  (sec.	
  32)	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  If	
  at	
  least	
  100	
  persons	
  are	
  harmed,	
  the	
  maximum	
  penalty	
  shall	
  
apply	
  (sec>on	
  35).	
  



Data	
  Privacy	
  Law	
  (Republic	
  Act	
  
10173)	
  
•  For	
  public	
  officers	
  (working	
  in	
  government),	
  an	
  accessory	
  
penalty	
  consis>ng	
  in	
  the	
  disqualifica>on	
  to	
  occupy	
  public	
  
office	
  for	
  a	
  term	
  double	
  the	
  term	
  of	
  criminal	
  penalty	
  imposed	
  
shall	
  he	
  applied.	
  (sec.	
  36)	
  



Cybercrime	
  Prevention	
  
Act	
  of	
  2012	
  (Republic	
  Act	
  
10175)	
  

Twi$er:	
  @digitalfilipino	
  #ecombootcamp	
  



ConGidentiality,	
  Integrity,	
  
Availability	
  of	
  Computer	
  Systems	
  
(Sec.	
  4	
  (a))	
  
•  (1)	
  Illegal	
  access	
  –	
  The	
  access	
  to	
  the	
  whole	
  or	
  any	
  part	
  of	
  a	
  
computer	
  system	
  without	
  right.	
  

•  (2)	
  Illegal	
  intercep.on	
  –	
  The	
  intercep>on	
  made	
  by	
  technical	
  
means	
  without	
  right	
  of	
  any	
  non-­‐public	
  transmission	
  of	
  
computer	
  data	
  to,	
  from,	
  or	
  within	
  a	
  computer	
  system	
  
including	
  electromagne>c	
  emissions	
  from	
  a	
  computer	
  system	
  
carrying	
  such	
  	
  computer	
  data.	
  

Twi$er:	
  @digitalfilipino	
  #ecombootcamp	
  



ConGidentiality,	
  Integrity,	
  
Availability	
  of	
  Computer	
  Systems	
  
(Sec.	
  4	
  (a))	
  
•  3.	
  Data	
  Interference	
  
Unauthorized	
  altera>on,	
  damaging,	
  dele>on	
  or	
  deteriora>on	
  
of	
  computer	
  data,	
  electronic	
  document,	
  or	
  electronic	
  data	
  
message,	
  and	
  including	
  the	
  introduc>on	
  or	
  transmission	
  of	
  
viruses.	
  	
  

•  Authorized	
  ac>on	
  can	
  also	
  be	
  covered	
  by	
  this	
  provision	
  if	
  the	
  
ac>on	
  of	
  the	
  person	
  went	
  beyond	
  agreed	
  scope	
  resul>ng	
  to	
  
damages	
  stated	
  in	
  this	
  provision.	
  

Twi$er:	
  @digitalfilipino	
  #ecombootcamp	
  



ConGidentiality,	
  Integrity,	
  
Availability	
  of	
  Computer	
  Systems	
  
(Sec.	
  4	
  (a))	
  
•  4.	
  System	
  Interference	
  
Unauthorized	
  hindering	
  or	
  interference	
  with	
  the	
  func>oning	
  
of	
  a	
  computer	
  or	
  computer	
  network	
  by	
  inpukng,	
  
transmikng,	
  damaging,	
  dele>ng,	
  deteriora>ng,	
  altering	
  or	
  
suppressing	
  computer	
  data	
  or	
  program,	
  electronic	
  document,	
  
or	
  electronic	
  data	
  messages,	
  and	
  including	
  the	
  introduc>on	
  or	
  
transmission	
  of	
  viruses.	
  

•  Authorized	
  ac>on	
  can	
  also	
  be	
  covered	
  by	
  this	
  provision	
  if	
  the	
  
ac>on	
  of	
  the	
  person	
  went	
  beyond	
  agreed	
  scope	
  resul>ng	
  to	
  
damages	
  stated	
  in	
  this	
  provision.	
  

Twi$er:	
  @digitalfilipino	
  #ecombootcamp	
  



Penalty	
  
•  Prision	
  mayor	
  (imprisonment	
  of	
  six	
  years	
  and	
  1	
  day	
  up	
  to	
  12	
  
years)	
  or	
  	
  a	
  fine	
  of	
  at	
  least	
  Two	
  hundred	
  thousand	
  pesos	
  
(P200,000)	
  up	
  to	
  a	
  maximum	
  amount	
  commensurate	
  to	
  the	
  
damage	
  incurred	
  or	
  BOTH.	
  	
  

•  If	
  commi%ed	
  against	
  cri>cal	
  infrastructure:	
  
•  Reclusion	
  temporal	
  (imprisonment	
  for	
  twelve	
  years	
  and	
  one	
  day	
  
up	
  to	
  twenty	
  years)	
  or	
  a	
  fine	
  of	
  at	
  least	
  Five	
  hundred	
  thousand	
  
pesos	
  (P500,000)	
  up	
  to	
  a	
  maximum	
  amount	
  commensurate	
  to	
  
the	
  damage	
  incurred	
  or	
  BOTH	
  

	
  

Twi$er:	
  @digitalfilipino	
  #ecombootcamp	
  



ConGidentiality,	
  Integrity,	
  
Availability	
  of	
  Computer	
  Systems	
  
(Sec.	
  4	
  (a))	
  
•  (5)	
  Misuse	
  of	
  devices	
  
•  (i)	
  The	
  use,	
  produc>on,	
  sale,	
  procurement,	
  importa>on,	
  
distribu>on,	
  or	
  otherwise	
  making	
  available,	
  without	
  right,	
  of:	
  
•  (aa)	
  a	
  device,	
  including	
  a	
  computer	
  program,	
  designed	
  or	
  adapted	
  
primarily	
  for	
  the	
  purpose	
  of	
  commikng	
  any	
  of	
  the	
  offenses	
  under	
  
this	
  Act;	
  or	
  

•  (bb)	
  A	
  computer	
  password,	
  access	
  code,	
  or	
  similar	
  data	
  by	
  which	
  the	
  
whole	
  or	
  any	
  part	
  of	
  a	
  computer	
  system	
  is	
  capable	
  of	
  being	
  accessed	
  
with	
  intent	
  that	
  it	
  be	
  used	
  for	
  the	
  purpose	
  of	
  commikng	
  any	
  of	
  the	
  
offenses	
  under	
  this	
  Act.	
  

•  (ii)	
  The	
  possession	
  of	
  an	
  item	
  referred	
  to	
  in	
  paragraphs	
  5(i)(aa)	
  or	
  
(bb)	
  above	
  with	
  the	
  intent	
  to	
  use	
  said	
  devices	
  for	
  the	
  purpose	
  of	
  
commikng	
  any	
  of	
  the	
  offenses	
  under	
  this	
  sec>on.	
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Penalty	
  
•  Prision	
  mayor	
  (imprisonment	
  of	
  six	
  years	
  and	
  1	
  day	
  up	
  to	
  12	
  
years)	
  or	
  	
  a	
  fine	
  of	
  not	
  more	
  than	
  Five	
  hundred	
  thousand	
  
pesos	
  (P500,000)	
  or	
  both.	
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ConGidentiality,	
  Integrity,	
  
Availability	
  of	
  Computer	
  Systems	
  
(Sec.	
  4	
  (a))	
  
•  (6)	
  Cyber-­‐squa?ng.	
  The	
  acquisi>on	
  of	
  domain	
  name	
  over	
  the	
  
Internet	
  in	
  bad	
  faith	
  to	
  profit,	
  mislead,	
  destroy	
  reputa>on,	
  
and	
  deprive	
  others	
  from	
  the	
  registering	
  the	
  same,	
  if	
  such	
  a	
  
domain	
  name	
  is:	
  
•  (i)	
  Similar,	
  iden>cal,	
  or	
  confusingly	
  similar	
  to	
  an	
  exis>ng	
  
trademark	
  registered	
  with	
  the	
  appropriate	
  government	
  agency	
  at	
  
the	
  >me	
  of	
  the	
  domain	
  name	
  registra>on;	
  

•  (ii)	
  Iden>cal	
  or	
  in	
  any	
  way	
  similar	
  with	
  the	
  name	
  of	
  a	
  person	
  other	
  
than	
  the	
  registrant,	
  in	
  case	
  of	
  a	
  personal	
  name,	
  and	
  

•  (iii)	
  Acquired	
  without	
  right	
  or	
  with	
  intellectual	
  property	
  interests	
  
in	
  it.	
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Penalty	
  
•  Prision	
  mayor	
  (imprisonment	
  of	
  six	
  years	
  and	
  1	
  day	
  up	
  to	
  12	
  
years)	
  or	
  	
  a	
  fine	
  of	
  at	
  least	
  Two	
  hundred	
  thousand	
  pesos	
  
(P200,000)	
  up	
  to	
  a	
  maximum	
  amount	
  commensurate	
  to	
  the	
  
damage	
  incurred	
  or	
  BOTH.	
  	
  

•  If	
  commi%ed	
  against	
  cri>cal	
  infrastructure:	
  
•  Reclusion	
  temporal	
  (imprisonment	
  for	
  twelve	
  years	
  and	
  one	
  day	
  
up	
  to	
  twenty	
  years)	
  or	
  a	
  fine	
  of	
  at	
  least	
  Five	
  hundred	
  thousand	
  
pesos	
  (P500,000)	
  up	
  to	
  a	
  maximum	
  amount	
  commensurate	
  to	
  
the	
  damage	
  incurred	
  or	
  BOTH	
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Computer-­‐related	
  Offenses	
  
(Section	
  4	
  b)	
  
•  (1)	
  Computer-­‐related	
  Forgery:	
  
•  (i)	
  The	
  input,	
  altera>on,	
  or	
  dele>on	
  of	
  computer	
  data	
  without	
  
right	
  resul>ng	
  in	
  inauthen>c	
  data	
  with	
  the	
  intent	
  that	
  it	
  be	
  
considered	
  or	
  acted	
  upon	
  for	
  legal	
  purposes	
  as	
  if	
  it	
  were	
  
authen>c,	
  regardless	
  whether	
  or	
  not	
  the	
  data	
  is	
  directly	
  readable	
  
and	
  intelligible;	
  or	
  

•  (ii)	
  The	
  act	
  of	
  knowingly	
  using	
  computer	
  data	
  which	
  is	
  the	
  
product	
  of	
  computer-­‐related	
  forgery	
  as	
  defined	
  here,	
  for	
  the	
  
purpose	
  of	
  perpetua>ng	
  a	
  fraudulent	
  or	
  dishonest	
  design.	
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Penalty	
  
•  Prision	
  mayor	
  (imprisonment	
  of	
  six	
  years	
  and	
  1	
  day	
  up	
  to	
  12	
  
years)	
  or	
  	
  a	
  fine	
  of	
  at	
  least	
  Two	
  hundred	
  thousand	
  pesos	
  
(P200,000)	
  up	
  to	
  a	
  maximum	
  amount	
  commensurate	
  to	
  the	
  
damage	
  incurred	
  or	
  BOTH.	
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Computer-­‐related	
  Offenses	
  
(Section	
  4	
  b)	
  
•  (2)	
  Computer-­‐related	
  Fraud.	
  The	
  unauthorized	
  input,	
  
altera>on,	
  or	
  dele>on	
  of	
  computer	
  data	
  or	
  program	
  or	
  
interference	
  in	
  the	
  func>oning	
  of	
  a	
  computer	
  system,	
  causing	
  
damage	
  thereby	
  with	
  fraudulent	
  intent;	
  Provided,	
  That	
  if	
  no	
  
damage	
  has	
  yet	
  been	
  caused,	
  the	
  penalty	
  imposed	
  shall	
  be	
  
one	
  (1)	
  degree	
  lower.	
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Penalty	
  
•  Prision	
  mayor	
  (imprisonment	
  of	
  six	
  years	
  and	
  1	
  day	
  up	
  to	
  12	
  
years)	
  or	
  	
  a	
  fine	
  of	
  at	
  least	
  Two	
  hundred	
  thousand	
  pesos	
  
(P200,000)	
  up	
  to	
  a	
  maximum	
  amount	
  commensurate	
  to	
  the	
  
damage	
  incurred	
  or	
  BOTH.	
  	
  

•  Provided,	
  That	
  if	
  no	
  damage	
  has	
  yet	
  been	
  caused,	
  the	
  penalty	
  
imposed	
  shall	
  be	
  one	
  (1)	
  degree	
  lower.	
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Computer-­‐related	
  Offenses	
  
(Section	
  4	
  b)	
  
•  (3)	
  Computer-­‐related	
  Iden.ty	
  TheC.	
  The	
  inten>onal	
  
acquisi>on,	
  use,	
  misuse,	
  transfer,	
  possession,	
  altera>on	
  or	
  
dele>on	
  of	
  iden>fying	
  informa>on	
  belonging	
  to	
  another,	
  
whether	
  natural	
  or	
  juridical,	
  without	
  right.	
  Provided,	
  That	
  if	
  no	
  
damage	
  has	
  yet	
  been	
  caused,	
  the	
  penalty	
  imposed	
  shall	
  be	
  
one	
  (1)	
  degree	
  lower.	
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Penalty	
  
•  Prision	
  mayor	
  (imprisonment	
  of	
  six	
  years	
  and	
  1	
  day	
  up	
  to	
  12	
  
years)	
  or	
  	
  a	
  fine	
  of	
  at	
  least	
  Two	
  hundred	
  thousand	
  pesos	
  
(P200,000)	
  up	
  to	
  a	
  maximum	
  amount	
  commensurate	
  to	
  the	
  
damage	
  incurred	
  or	
  BOTH.	
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Content-­‐related	
  offenses	
  (Section	
  
4.	
  c)	
  
•  (1)	
  Cybersex	
  –	
  The	
  willful	
  engagement,	
  maintenance,	
  control,	
  
or	
  opera>on,	
  directly	
  or	
  indirectly,	
  of	
  any	
  lascivious	
  exhibi>on	
  
of	
  sexual	
  organs	
  or	
  sexual	
  ac>vity,	
  with	
  the	
  aid	
  of	
  a	
  computer	
  
system,	
  for	
  favor	
  or	
  considera>on.	
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Penalty	
  
•  Prision	
  mayor	
  (imprisonment	
  of	
  six	
  years	
  and	
  1	
  day	
  up	
  to	
  12	
  
years)	
  or	
  a	
  fine	
  of	
  at	
  least	
  Two	
  hundred	
  thousand	
  pesos	
  
(P200,000)	
  but	
  not	
  exceeding	
  One	
  million	
  pesos	
  (P1,000,000)	
  
or	
  BOTH.	
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Content-­‐related	
  offenses	
  (Section	
  
4.	
  c)	
  
•  (2)	
  Child	
  Pornography	
  –	
  The	
  unlawful	
  or	
  prohibited	
  acts	
  
defined	
  and	
  punishable	
  by	
  Republic	
  Act	
  No.	
  9775	
  or	
  the	
  An>-­‐
Child	
  Pornography	
  Act	
  of	
  2009,	
  commi%ed	
  through	
  a	
  
computer	
  system.	
  	
  

•  Provided,	
  That	
  the	
  penalty	
  to	
  be	
  imposed	
  shall	
  be	
  one	
  (1)	
  
degree	
  higher	
  than	
  that	
  provided	
  for	
  in	
  Republic	
  Act	
  No.	
  9775.	
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Content-­‐related	
  offenses	
  (Section	
  
4.	
  c)	
  
•  STRUCK	
  DOWN	
  by	
  Supreme	
  Court	
  
•  (3)	
  Unsolicited	
  Commercial	
  Communica.ons	
  –	
  The	
  transmission	
  
of	
  commercial	
  communica>on	
  with	
  the	
  use	
  of	
  computer	
  system	
  
which	
  seek	
  to	
  adver>se	
  sell,	
  or	
  offer	
  for	
  sale	
  products	
  and	
  
services	
  are	
  prohibited	
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Content-­‐related	
  offenses	
  (Section	
  
4.	
  c)	
  
•  (4)	
  Libel.	
  Unlawful	
  or	
  prohibited	
  acts	
  of	
  libel	
  as	
  defined	
  in	
  
Ar>cle	
  355	
  of	
  the	
  Revised	
  Penal	
  Code,	
  as	
  amended	
  commi%ed	
  
through	
  a	
  computer	
  system	
  or	
  any	
  other	
  similar	
  means	
  which	
  
may	
  be	
  devised	
  in	
  the	
  future.	
  

•  Revised	
  Penal	
  Code	
  Art.	
  355	
  states	
  Libel	
  means	
  by	
  wri.ngs	
  or	
  
similar	
  means.	
  —	
  A	
  libel	
  commi%ed	
  by	
  means	
  of	
  wri>ng,	
  
prin>ng,	
  lithography,	
  engraving,	
  radio,	
  phonograph,	
  pain>ng,	
  
theatrical	
  exhibi>on,	
  cinematographic	
  exhibi>on,	
  or	
  any	
  
similar	
  means,	
  shall	
  be	
  punished	
  by	
  prision	
  correccional	
  in	
  its	
  
minimum	
  and	
  medium	
  periods	
  or	
  a	
  fine	
  ranging	
  from	
  200	
  to	
  
6,000	
  pesos,	
  or	
  both,	
  in	
  addi>on	
  to	
  the	
  civil	
  ac>on	
  which	
  may	
  
be	
  brought	
  by	
  the	
  offended	
  party.	
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Penalty	
  
•  Penalty	
  to	
  be	
  imposed	
  shall	
  be	
  one	
  (1)	
  degree	
  higher	
  than	
  that	
  
provided	
  for	
  by	
  the	
  Revised	
  Penal	
  Code,	
  as	
  amended,	
  and	
  
special	
  laws,	
  as	
  the	
  case	
  may	
  be.	
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Other	
  Offenses	
  (Section	
  5)	
  
•  (a)	
  Aiding	
  or	
  Abe7ng	
  in	
  the	
  commission	
  of	
  cybercrime	
  –	
  Any	
  
person	
  who	
  willfully	
  abets	
  or	
  aids	
  in	
  the	
  commission	
  of	
  any	
  of	
  
the	
  offenses	
  enumerated	
  in	
  this	
  Act	
  shall	
  be	
  held	
  liable.	
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Other	
  Offenses	
  (Section	
  5)	
  
•  (b)	
  A9empt	
  in	
  the	
  commission	
  of	
  cybercrime	
  Any	
  person	
  who	
  
willfully	
  a%empts	
  to	
  commit	
  any	
  of	
  the	
  offenses	
  enumerated	
  
in	
  this	
  	
  Act	
  shall	
  be	
  held	
  liable.	
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Penalty	
  
•  Imprisonment	
  of	
  one	
  (1)	
  degree	
  lower	
  than	
  that	
  of	
  the	
  
prescribed	
  penalty	
  for	
  the	
  offense	
  or	
  a	
  fine	
  of	
  at	
  least	
  One	
  
hundred	
  thousand	
  pesos	
  (P100,000)	
  but	
  not	
  exceeding	
  Five	
  
hundred	
  thousand	
  pesos	
  (P500,000)	
  or	
  both.	
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Revised	
  Penal	
  Code	
  
•  Sec>on	
  6.	
  All	
  crimes	
  defined	
  and	
  penalized	
  by	
  the	
  Revised	
  
Penal	
  Code,	
  as	
  amended,	
  and	
  special	
  laws,	
  if	
  commi%ed	
  by,	
  
through	
  and	
  with	
  the	
  use	
  of	
  informa>on	
  and	
  communica>ons	
  
technologies	
  shall	
  be	
  covered	
  by	
  the	
  relevant	
  provisions	
  of	
  
this	
  Act.	
  Provided,	
  That	
  the	
  penalty	
  to	
  be	
  imposed	
  shall	
  be	
  one	
  
(1)	
  degree	
  higher	
  than	
  that	
  provided	
  for	
  by	
  the	
  Revised	
  Penal	
  
Code,	
  as	
  amended,	
  and	
  special	
  laws,	
  as	
  the	
  case	
  may	
  be.	
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Corporate	
  Liability	
  (Section	
  9)	
  
•  When	
  any	
  of	
  the	
  punishable	
  acts	
  herein	
  defined	
  are	
  knowingly	
  
commi%ed	
  on	
  behalf	
  of	
  or	
  for	
  the	
  benefit	
  of	
  a	
  juridical	
  person,	
  
by	
  a	
  natural	
  person	
  ac>ng	
  either	
  individually	
  or	
  as	
  part	
  of	
  an	
  
organ	
  of	
  the	
  juridical	
  person,	
  who	
  has	
  a	
  leading	
  posi>on	
  
within,	
  based	
  on:	
  
•  (a)	
  a	
  power	
  of	
  representa>on	
  of	
  the	
  juridical	
  person	
  provided	
  the	
  
act	
  commi%ed	
  falls	
  within	
  the	
  scope	
  of	
  such	
  authority;	
  

•  (b)	
  an	
  authority	
  to	
  take	
  decisions	
  on	
  behalf	
  of	
  the	
  juridical	
  
person.	
  Provided,	
  That	
  the	
  act	
  commi%ed	
  falls	
  within	
  the	
  scope	
  of	
  
such	
  authority;	
  or	
  

•  (c)	
  an	
  authority	
  to	
  exercise	
  control	
  within	
  the	
  juridical	
  person,	
  
•  It	
  also	
  includes	
  commission	
  of	
  any	
  of	
  the	
  punishable	
  acts	
  
made	
  possible	
  due	
  to	
  the	
  lack	
  of	
  supervision	
  or	
  control.	
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Penalty	
  
•  For	
  sanc>oned	
  ac>ons,	
  Juridical	
  person	
  shall	
  be	
  held	
  liable	
  for	
  
a	
  fine	
  equivalent	
  to	
  at	
  least	
  double	
  the	
  fines	
  imposable	
  in	
  
Sec>on	
  7	
  up	
  to	
  a	
  maximum	
  of	
  Ten	
  million	
  pesos	
  
(P10,000,000).For	
  neglect	
  such	
  as	
  misuse	
  of	
  computer	
  
resources	
  that	
  resulted	
  to	
  cybercrime	
  commi%ed	
  in	
  
organiza>on	
  physical	
  or	
  virtual	
  premises	
  or	
  resources,	
  juridical	
  
person	
  shall	
  be	
  held	
  liable	
  for	
  a	
  fine	
  equivalent	
  to	
  at	
  least	
  
double	
  the	
  fines	
  imposable	
  in	
  Sec>on	
  7	
  up	
  to	
  a	
  maximum	
  of	
  
Five	
  million	
  pesos	
  (P5,000,000).	
  

•  Criminal	
  liability	
  may	
  s>ll	
  apply	
  to	
  the	
  natural	
  person.	
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Section	
  7.	
  Liability	
  on	
  other	
  
laws	
  
•  Struck	
  down	
  by	
  the	
  Supreme	
  Court.	
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Law	
  Enforcement	
  Authorities	
  
(Section	
  10.	
  LEA)	
  
•  The	
  Na>onal	
  Bureau	
  of	
  Inves>ga>on	
  and	
  the	
  Philippine	
  
Na>onal	
  Police	
  shall	
  be	
  responsible	
  for	
  the	
  efficient	
  and	
  
effec>ve	
  law	
  enforcement	
  of	
  the	
  provisions	
  of	
  this	
  Act.	
  The	
  
NBI	
  and	
  the	
  PNP	
  shall	
  organize	
  a	
  cybercrime	
  unit	
  or	
  center	
  
manned	
  by	
  special	
  inves>gators	
  to	
  exclusively	
  handle	
  cases	
  
involving	
  viola>ons	
  of	
  this	
  Act.	
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Duties	
  of	
  LEA	
  Section	
  11	
  
•  To	
  ensure	
  that	
  the	
  technical	
  nature	
  of	
  cybercrime	
  and	
  its	
  
preven>on	
  is	
  given	
  focus	
  and	
  considering	
  the	
  procedures	
  
involved	
  for	
  interna>onal	
  coopera>on,	
  law	
  enforcement	
  
authori>es	
  specifically	
  the	
  computer	
  or	
  technology	
  crime	
  
divisions	
  or	
  units	
  responsible	
  for	
  the	
  inves>ga>on	
  of	
  
cybercrimes	
  are	
  required	
  to	
  submit	
  >mely	
  and	
  regular	
  reports	
  
including	
  pre-­‐opera>on,	
  post	
  opera>on,	
  and	
  inves>ga>on	
  
results	
  and	
  such	
  other	
  documents	
  as	
  may	
  be	
  required	
  to	
  the	
  
Department	
  of	
  Jus>ce	
  for	
  review	
  and	
  monitoring.	
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Section	
  12	
  Real	
  time	
  collection	
  of	
  
data	
  
•  Struck	
  down	
  by	
  Supreme	
  Court	
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Basis	
  for	
  Court	
  Warrant	
  
Issuance	
  
•  The	
  court	
  warrant	
  under	
  this	
  sec>on	
  shall	
  only	
  be	
  issued	
  or	
  
granted	
  upon	
  wri%en	
  applica>on	
  and	
  the	
  examina>on	
  under	
  
oath	
  or	
  affirma>on	
  of	
  the	
  applicant	
  and	
  the	
  witnesses	
  he	
  may	
  
produce	
  and	
  the	
  showing:	
  
•  (1)	
  that	
  there	
  are	
  reasonable	
  grounds	
  to	
  believe	
  that	
  any	
  of	
  the	
  
crimes	
  enumerated	
  herein	
  above	
  has	
  been	
  commi%ed,	
  or	
  is	
  being	
  
commi%ed,	
  is	
  about	
  to	
  be	
  commi%ed;	
  	
  

•  (2)	
  that	
  there	
  are	
  reasonable	
  grounds	
  to	
  believe	
  that	
  evidence	
  
that	
  will	
  be	
  obtained	
  is	
  essen>al	
  to	
  the	
  convic>on	
  of	
  any	
  person	
  
for,	
  or	
  to	
  the	
  solu>on	
  or,	
  or	
  to	
  the	
  preven>on	
  of	
  any	
  such	
  crimes,	
  
and	
  	
  

•  (3)	
  that	
  there	
  are	
  no	
  other	
  means	
  readily	
  available	
  for	
  obtaining	
  
such	
  evidence.	
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Preservation	
  of	
  Computer	
  Data	
  
(Sec.	
  13)	
  
•  The	
  integrity	
  of	
  traffic	
  data	
  and	
  subscriber	
  informa>on	
  
rela>ng	
  to	
  communica>on	
  services	
  provided	
  by	
  a	
  service	
  
provider	
  shall	
  be	
  preserved	
  for	
  a	
  minimum	
  of	
  six	
  (6)	
  months	
  
period	
  from	
  the	
  date	
  of	
  the	
  transac>on.	
  	
  

•  Content	
  data	
  shall	
  be	
  similarly	
  preserved	
  for	
  six	
  (6)	
  months	
  
from	
  the	
  date	
  of	
  receipt	
  of	
  the	
  order	
  from	
  law	
  enforcement	
  
authori>es	
  requiring	
  its	
  preserva>on.	
  

•  Law	
  enforcement	
  authori>es	
  may	
  order	
  a	
  one-­‐>me	
  extension	
  
of	
  another	
  six	
  (6)	
  months.	
  	
  Provided,	
  That	
  once	
  computer	
  data	
  
preserved,	
  transmi%ed	
  or	
  stored	
  by	
  service	
  provider	
  is	
  used	
  as	
  
evidence	
  in	
  a	
  case,	
  the	
  mere	
  furnishing	
  to	
  such	
  service	
  
provider	
  of	
  the	
  transmi%al	
  document	
  to	
  the	
  Office	
  of	
  the	
  
Prosecutor	
  shall	
  be	
  deemed	
  a	
  no>fica>on	
  to	
  preserve	
  the	
  
computer	
  data	
  un>l	
  the	
  termina>on	
  of	
  the	
  case.	
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Disclosure	
  of	
  Computer	
  Data	
  (Sec.	
  
14)	
  
•  Law	
  enforcement	
  authori>es,	
  upon	
  securing	
  a	
  court	
  warrant,	
  
shall	
  issue	
  an	
  order	
  requiring	
  any	
  person	
  or	
  service	
  provider	
  to	
  
disclose	
  or	
  submit	
  subscriber’s	
  informa>on,	
  traffic	
  data	
  or	
  
relevant	
  data	
  in	
  his	
  /	
  its	
  possession	
  or	
  control	
  within	
  seventy-­‐
two	
  (72)	
  hours	
  from	
  receipt	
  of	
  the	
  order	
  in	
  rela>on	
  to	
  a	
  valid	
  
complaint	
  officially	
  docketed	
  and	
  assigned	
  for	
  inves>ga>on	
  
and	
  the	
  disclosure	
  is	
  necessary	
  and	
  relevant	
  for	
  the	
  purpose	
  
of	
  inves>ga>on.	
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Section	
  15.	
  Search,	
  Seizure,	
  
Examination	
  of	
  Computer	
  Data.	
  	
  
•  Where	
  a	
  search	
  and	
  seizure	
  warrant	
  is	
  properly	
  issued,	
  the	
  law	
  enforcement	
  

authori>es	
  shall	
  likewise	
  have	
  the	
  following	
  powers	
  and	
  du>es.	
  Within	
  the	
  >me	
  
period	
  specified	
  in	
  the	
  warrant,	
  to	
  conduct	
  intercep>on,	
  as	
  defined	
  in	
  this	
  Act,	
  
and:	
  
•  (a)	
  To	
  secure	
  a	
  computer	
  system	
  or	
  a	
  computer	
  data	
  storage	
  medium.	
  
•  (b)	
  To	
  make	
  and	
  retain	
  a	
  copy	
  of	
  those	
  computer	
  data	
  secured.	
  
•  (c)	
  To	
  maintain	
  the	
  integrity	
  of	
  the	
  relevant	
  stored	
  computer	
  data.	
  
•  (d)	
  To	
  conduct	
  forensic	
  analysis	
  or	
  examina>ons	
  of	
  the	
  computer	
  data	
  storage	
  

medium;	
  and	
  
•  (e)	
  To	
  render	
  inaccessible	
  or	
  remove	
  those	
  computer	
  data	
  in	
  the	
  accessed	
  

computer	
  or	
  computer	
  and	
  communica>ons	
  network.	
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Section	
  15.	
  Search,	
  Seizure,	
  
Examination	
  of	
  Computer	
  Data.	
  	
  
•  Pursuant	
  thereof,	
  the	
  law	
  enforcement	
  authori>es	
  may	
  order	
  
any	
  person	
  who	
  has	
  knowledge	
  about	
  the	
  func>oning	
  of	
  the	
  
computer	
  system	
  and	
  the	
  measures	
  to	
  protect	
  and	
  preserve	
  
the	
  computer	
  data	
  therein	
  to	
  provide,	
  as	
  is	
  reasonable,	
  the	
  
necessary	
  informa>on	
  to	
  enable	
  the	
  undertaking	
  of	
  the	
  
search,	
  seizure	
  and	
  examina>on.	
  

•  Law	
  enforcement	
  authori>es	
  may	
  request	
  for	
  an	
  extension	
  of	
  
>me	
  to	
  complete	
  the	
  examina>on	
  of	
  the	
  computer	
  data	
  
storage	
  medium	
  and	
  to	
  make	
  a	
  return	
  thereon	
  but	
  in	
  no	
  case	
  
for	
  a	
  period	
  longer	
  than	
  thirty	
  (30)	
  days	
  from	
  date	
  of	
  approval	
  
by	
  the	
  court.	
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Section	
  16.	
  Custody	
  of	
  Computer	
  
Data	
  
•  .All	
  computer	
  data,	
  including	
  content	
  and	
  traffic	
  data,	
  examined	
  under	
  a	
  proper	
  warrant	
  shall,	
  

within	
  forty-­‐eight	
  (48)	
  hours	
  aoer	
  the	
  expira>on	
  of	
  the	
  period	
  fixed	
  therein,	
  be	
  deposited	
  with	
  the	
  
court	
  in	
  a	
  sealed	
  package,	
  and	
  shall	
  be	
  accompanies	
  by	
  an	
  affidavit	
  of	
  the	
  law	
  enforcement	
  
authority	
  execu>ng	
  it	
  sta>ng	
  the	
  dates	
  and	
  >mes	
  covered	
  by	
  the	
  examina>on,	
  and	
  the	
  law	
  
enforcement	
  authority	
  who	
  access	
  the	
  deposit,	
  among	
  other	
  relevant	
  data.	
  	
  

•  The	
  law	
  enforcement	
  authority	
  shall	
  also	
  cer>fy	
  that	
  no	
  duplicates	
  or	
  copies	
  of	
  the	
  whole	
  or	
  any	
  
part	
  thereof	
  have	
  been	
  made,	
  or	
  if	
  made,	
  that	
  all	
  such	
  duplicates	
  or	
  copies	
  are	
  included	
  in	
  the	
  
package	
  deposited	
  with	
  the	
  court.	
  	
  

•  The	
  package	
  so	
  deposited	
  shall	
  not	
  be	
  opened	
  or	
  the	
  recordings	
  replayed,	
  or	
  used	
  in	
  evidence,	
  or	
  
their	
  contents	
  revealed,	
  except	
  upon	
  order	
  of	
  the	
  court,	
  which	
  shall	
  not	
  be	
  granted	
  except	
  upon	
  
mo>on,	
  with	
  due	
  no>ce	
  and	
  opportunity	
  to	
  be	
  heard	
  to	
  the	
  person	
  or	
  persons	
  whose	
  
conversa>on	
  or	
  communica>ons	
  have	
  been	
  recorded.	
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Section	
  17.	
  Destruction	
  of	
  Computer	
  
Data.	
  	
  
•  Upon	
  expira>on	
  of	
  the	
  periods	
  as	
  provided	
  in	
  Sec>ons	
  13	
  and	
  
15,	
  service	
  providers	
  and	
  law	
  enforcement	
  authori>es,	
  as	
  the	
  
case	
  may	
  be,	
  shall	
  immediately	
  and	
  completely	
  destroy	
  the	
  
computer	
  data	
  subject	
  of	
  a	
  preserva>on	
  and	
  examina>on.	
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Section	
  18.	
  Exclusionary	
  Rule.	
  	
  
•  Any	
  evidence	
  procured	
  without	
  a	
  valid	
  warrant	
  or	
  beyond	
  the	
  
authority	
  of	
  the	
  same	
  shall	
  be	
  inadmissible	
  for	
  any	
  proceeding	
  
before	
  any	
  court	
  or	
  tribunal.	
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Section	
  19.	
  Restricting	
  or	
  Blocking	
  
Access	
  to	
  Computer	
  Data.	
  
•  Struck	
  down	
  by	
  the	
  Supreme	
  Court.	
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Section	
  20.	
  Non-­‐compliance.	
  	
  
•  Failure	
  to	
  comply	
  with	
  the	
  provisions	
  of	
  Chapter	
  IV	
  hereof	
  
specifically	
  the	
  orders	
  from	
  law	
  enforcement	
  authori>es	
  shall	
  
be	
  punished	
  as	
  a	
  viola>on	
  of	
  Presiden>al	
  Decree	
  No.	
  1829	
  
with	
  imprisonment	
  of	
  prision	
  correccional	
  in	
  its	
  maximum	
  
period	
  or	
  a	
  fine	
  of	
  One	
  hundred	
  thousand	
  pesos	
  (P100,000)	
  or	
  
both	
  for	
  each	
  and	
  every	
  non-­‐compliance	
  with	
  an	
  order	
  issued	
  
by	
  law	
  enforcement	
  authori>es.	
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Section	
  21.	
  Jurisdiction	
  
•  The	
  Regional	
  Trial	
  Court	
  shall	
  have	
  jurisdic>on	
  over	
  any	
  viola>on	
  of	
  the	
  

provisions	
  of	
  this	
  Act	
  including	
  any	
  viola>on	
  commi%ed	
  by	
  a	
  Filipino	
  na>onal	
  
regardless	
  of	
  the	
  place	
  of	
  commission.	
  	
  

•  Jurisdic>on	
  shall	
  lie	
  if	
  any	
  of	
  the	
  elements	
  was	
  commi%ed	
  within	
  the	
  Philippines	
  
or	
  commi%ed	
  with	
  the	
  use	
  of	
  any	
  computer	
  system	
  wholly	
  or	
  partly	
  situa>on	
  in	
  
the	
  country,	
  or	
  when	
  by	
  such	
  commission	
  any	
  damage	
  is	
  caused	
  to	
  a	
  natural	
  or	
  
juridical	
  person	
  who,	
  at	
  the	
  >me	
  the	
  offense	
  was	
  commi%ed,	
  was	
  in	
  the	
  
Philippines.	
  

•  There	
  shall	
  be	
  designated	
  special	
  cybercrime	
  courts	
  manned	
  by	
  specially	
  trained	
  
judges	
  to	
  handle	
  cybercrime	
  cases.	
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Sec.	
  22	
  International	
  
Cooperation	
  
•  All	
  relevant	
  interna>onal	
  instruments	
  on	
  interna>onal	
  
coopera>on	
  in	
  criminal	
  maters,	
  arrangements	
  agreed	
  on	
  the	
  
basis	
  of	
  uniform	
  or	
  reciprocal	
  legisla>on,	
  and	
  domes>c	
  laws,	
  
to	
  the	
  widest	
  extent	
  possible	
  for	
  the	
  purposes	
  of	
  
inves>ga>ons	
  or	
  proceedings	
  concerning	
  criminal	
  offenses	
  
related	
  to	
  computer	
  systems	
  and	
  data,	
  or	
  for	
  the	
  collec>on	
  of	
  
evidence	
  in	
  electronic	
  form	
  of	
  a	
  criminal	
  offense	
  shall	
  be	
  given	
  
full	
  force	
  and	
  effect.	
  

Twi$er:	
  @digitalfilipino	
  #ecombootcamp	
  



See	
  you	
  at	
  the	
  next	
  
webinar!	
  
h%p://digitalfilipino.com/influence	
  

#dimbootcamp	
  


